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EXECUTIVE SUMMARY 

Several statements from politicians, scientists and experts from the commercial domain make clear that 
(scientific) data has a value although it cannot be calculated and that repositories have to store and 
maintain this treasure for science and the public.  

This important role and the fact that the traditional close relation between data creator and consumer is 
increasingly often being replaced by an indirect and anonymous relation with repositories as mediators 
require the establishment of new trust relations.  

Trust, however, is generally based on a long-term relation and has many different flavours which cannot 
be ignored when building an infrastructure of repositories and common data services enabling us to 
store data at and access data from repositories. We can distinguish a number of aspects that are 
relevant in establishing trust1: 

 cultural, organizational, legal and ethical considerations based on experiences,  
 long-term persistence of service offers and proper stewardship of data without creating 

dependencies on one institution or company,  
 proper management of data objects and collections including their identities and properties 

stored in persistent identifier and metadata records, 
 quality of data content and of repository procedures and applying appropriate assessment 

procedures.  

Common data services must take these aspects into account to not be deemed to fail. Therefore EUDAT 
tries to meet these trust challenges in a collaborative data infrastructure by:  

 offering common data services on a distributed network of established data centers, which are 
based on reliable organizational, national and/or European funding statements, 

 utilizing existing relationships but nevertheless offering the strength of redundancy through a 
network2, 

 requesting to base its services on data objects and collections that have persistent unique 
identifiers (PIDs) and metadata associated with these, 

 turning its operations that are often hidden in executable code stepwise to explicit policy rules,  
 requesting all centers to participate in data quality assessments according to one of the 

recommended procedures. 

Despite all measures, EUDAT is aware of the fact that establishing trust will take time. It will require 
convincing lighthouse examples and will require organizational and technological adaptations over time. 

                                                           
1
 We exclude here economic aspects of trust building although they are crucial in particular in industry. 

2
 Many communities have already long term relationships with specific data centers which they may want to use as entry point 

2
 Many communities have already long term relationships with specific data centers which they may want to use as entry point 
also in the future. 
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1. INTRODUCTION 

EUDAT’s intention is to offer common data services within a collaborative data infrastructure to 
communities and individual researchers. Since the availability of data is increasingly crucial for carrying 
out cutting-edge research and since research is also about competition, trust in all data services is and 
will be a primary concern for all potential actors ‒ be it creators that are looking for places to store their 
data or consumers who are looking for accessing data. Therefore a careful analysis of trust issues is 
essential for EUDAT. 

The objective of this document is to fill this slot, analyse the issue of trust and give hints on how trust 
can be established over time. Therefore this document has been widely discussed with the participating 
communities and it will keep on updating from future developments. To stimulate discussions beyond 
the EUDAT partners, Chapter 3 has been written in a way that it can be used as a flyer, for external 
communications.  

Chapter 2 thus explains what is the value of data and its implications for all actors. Chapter 4 then briefly 
indicates how other initiatives look at trust. Chapter 5 characterizes data objects, collections and their 
main characteristics, and how trust is involved. Chapter 6 introduces actors involved in a collaborative 
data infrastructure and what kind of inter-relations are of relevance. Chapter 7 refers to existing islands 
where trust has been already established and how EUDAT wants to make use of these. Chapter 8 
analyses issues of trust for the more complex "safe replication" scenario. The appendix gives an 
overview about quality assessment practices and standards. 
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2. DATA HAS A VALUE 

2.1. Value of Data 

Commissioner Nelly Kroes (EC) recently emphasised that “data is the currency of modern science”. 

If we extend the metaphor of “data as currency” with the concept of “data objects as money”, then 
trusted data repositories can be considered as “money” banks and thus guardians of the “currency”. 
This requires the existence of solid agreements that are binding all actors involved in the “currency” 
transactions – from data providers, to managers and consumers ‒ so as to guarantee a trustworthy 
environment for exchanges. In such a context, trusted relations between the various actors must be 

established and context-sensitive trust measures need to be put in place  these are indispensable for 
the global market of knowledge exchange.  

The following aspects need to be considered by trusted data repositories in order to maintain the “value 
of data”. 

 Researchers’ data need to be stored, preserved and curated in a safe environment which 
prevents changes of immutable objects and stores changes to mutable ones ‒ this ensures that 
the user will get indeed the object he is referring to or can understand what happened to it.  

 Stored data need to be made discoverable and referable through unique identifiers and 

metadata  this encourages reproducible science.  
 The means to foster data sharing within individual scientific communities (and even across 

disciplinary and geographical boundaries) need to be provided  this type of sharing will 
facilitate the exchange of thoughts and ideas, and thus improve the quality and impact of the 
outcome of scientific research. 

 Stored data needs to be made publicly accessible so that interested citizens can also make use 
of such data. 

 Legal and ethical rules that govern access to data need to be adhered to, so as to prevent 
inappropriate manipulation and misuse of data. 

2.2. Trust is Key 

As has already been spelled out in the “Riding the wave” report on scientific data3, the ”trust” that 
characterizes a relationship between two parties is a key concept for data infrastructures. Traditionally a 
scientific creator and a consumer of data establish a personal relationship to make use of each other’s 
data. Nowadays, there are domains where this kind of direct personal mutual trust works, but the trend 
is nowadays shifting towards indirect relations. Also new players are increasingly often entering the 
scene in the form of data managers or curators, which then increases the complexity of the relations 
between the data creators and consumers. The increased use of automated operations that are 
creating, managing and processing ever-growing data volumes also requires new types of organizational 
solutions. 
 
  

                                                           
3
 http://cordis.europa.eu/fp7/ict/e-infrastructure/docs/hlg-sdi-report.pdf  

http://cordis.europa.eu/fp7/ict/e-infrastructure/docs/hlg-sdi-report.pdf
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Personal trust needs to be extended with new mechanisms and policy-based organisational trust.  
 

 
 The data creators need to trust that the data managers will take care of proper data lifecycle 

management over a long period of time and that appropriate credit is given to the creators of 
the stored data. 

 The data managers need to rely on the creators trusting that they have produced the data 
according to appropriate scientific specifications, with usable metadata information to ensure 
interpretability, and to enable re-use if there are no legal or ethical restrictions. 

 The data consumer needs to rely on the data manager supporting data integrity, authenticity, 
accessibility and citability for a long time period. 

Due to the importance of trust, a number of factors come into play when considering the cross-
disciplinary and cross-country data management situations being tackled by EUDAT and other initiatives. 

 In Europe, we have many different countries and traditions and, as a consequence of the 
different cultures, there are variations in the ethical rules and legal systems. These legal 
differences make it harder to establish pan-European trust relations. In general, it would be 
much easier to establish trust in a coherent cultural area, but nevertheless we are striving to 
overcome these difficulties in our unified Europe. 

 Even within one cultural area (such as a particular country) we have grades of trust which may 
have to do with differences in capabilities, community affinity or sensitivity towards researchers. 

 Another important aspect for trust is the persistence of any offer to researchers. We have a 
heterogeneous landscape in Europe with different types of organisations offering data storage 
and management facilities: (1) Centres of Research Organizations, which in general have long-
term funding, (2) national data centres with long-term funding, (3) European-level research 
centres with a long-term offer for discipline data, and (4) traditional institutions such as 
libraries, museums and archives which are extending their traditional mandate to offer digital 
data facilities.  

 The adoption of widely accepted standards or best practices will increase trust and reduce costs.  
 Certification of repositories is another indispensable means to increase trust in the future. 

2.3. The EUDAT Way 

EUDAT anticipated this heterogeneous landscape since the project was already inspired early on by the 
“Riding the wave” report from the High Level Expert Group on Scientific Data. We need to accept that 
there are multiple stakeholders with different specializations, service offers and business interests in the 
areas of data management, storage, sharing, (data and metadata) harvesting, access provisioning (as 
well as data mining), and big data analytics. We also expect this landscape to change over time due to a 
better understanding of how data can be modelled, treated and used, and as a consequence of new 
emerging technologies and a converging process of understanding. Therefore, the basic elements of 
trust in the EUDAT project are as follows. 

Creator  Manager 
Curator 

  Consumer 

traditional direct interaction 
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 EUDAT offers different types of services with different stakeholders being involved.  
- B2SAFE4 (safe replication in its different flavours) will relate community data managers 

(acting on behalf of the creators) with EUDAT data managers.  
- B2SHARE5 (simple store) is a trusted repository that relates researchers as depositors 

(probably also being the creators) and consumers with EUDAT data (repository) 
managers.  

- B2NOTE6 (semantic annotation) will relate EUDAT software managers with community 
data managers and arbitrary users.  

 EUDAT is based on an open network of sustainable centres with strong national or 
organizational roles that provide data services on a long-term basis and which are compliant 
with organizational and technical agreements.  

 EUDAT will require all participating (data) service providers to comply with specific, auditable 
Service Level Agreements (SLAs) ‒ specific to the provided service.  

 EUDAT will cooperate with community data centres to offer complementary services so there is 
mutual benefit.  

 Many of the EUDAT centres have already established liaisons with certain research 
communities. By making such primary agreements between a centre of choice and a 
community, a special trust relationship is being intensified and a solid sustainability basis is 
being created.  

 Adoption of open and widely-used procedures and standards will also improve transparent 
collaboration and guarantee long-term sustainability. 

2.4. Looking after Data 

The role of the EUDAT Collaborative Data Infrastructure (CDI)7 is to look after digital objects created and 
used by, scientific researchers throughout Europe. Thus four aspects are important: 

 the scope of the CDI is digital objects and their collections; 
 the key external actors of the CDI are research data providers and research data users; 
 interactions between community data managers as data providers and the EUDAT data 

managers taking over responsibility; 
 external researchers as well as community managers trust the CDI to “look after” (collections of) 

digital objects. 

The aim of this report is thus to define a measureable and practical meaning of “to look after”. Assigning 
concrete meaning to this term will allow us to identify mechanisms that, when put together, will 
establish the levels of trust necessary to the future of both the CDI and its contents. 

                                                           
4
 http://www.eudat.eu/b2safe  

5
 http://www.eudat.eu/b2share  

6
 Semantic Annotation service currently under development.  

7
 http://cordis.europa.eu/fp7/ict/e-infrastructure/docs/hlg-sdi-report.pdf 

http://www.eudat.eu/b2safe
http://www.eudat.eu/b2share
http://cordis.europa.eu/fp7/ict/e-infrastructure/docs/hlg-sdi-report.pdf
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3. TRUST BY OTHERS 

The fundamental role of trust for improved data sharing in a domain with an enormously increasing 
amount of data has been raised by numerous initiatives. The “Riding the Wave” report from High Level 
Expert Group on Scientific Data has already been mentioned. Here we want to refer to two other 
initiatives as examples that speak about measures to establish trust.  

Both The Alliance for Permanent Access to the Records of Science in Europe Network (APARSEN)8 and 
the Data Service Infrastructure for Social Sciences and Humanities (DASISH)9 introduce the necessity of 
ensuring quality of repositories and adequate behaviour of the actors involved in working with data. 
Certification as defined for example by the European Framework for Audit and Certification of Digital 
Repositories10 is crucial.  

The level of trust in a digital repository in a formal sense is thus defined by the level of conformance to 
certain established standards for trusted repositories, by strictness of these standards, and strictness of 
the audit process. Both of these projects consider the highest level of trusted repository to be externally 
audited conformance to ISO 1636311 or DIN 3164412 Standards. DASISH introduces the lowest level of 
trust maturity for a repository defined as conformance to the basic OAIS information model which 
actually is meaningless since it is too general to be useful for assessments. Above that there is an 
additional self-assessed level and only the third (middle) level is the DSA (Data Seal of Approval)13 
certification that is defined as the basic level of trusted repository (and in APARSEN)10. A committee 
actually checks the conformance of the assessment with the claims made by a repository. In the CLARIN 
research infrastructure the DSA assessment is embedded in more domain specific certification rules for 
trusted repositories14.  

Thus we have several levels of certification: 

 OAIS compliance which is more of an outline of general principles which normally all 
repositories are adhering to 

 DSA which specifies rules for properly organized repositories and a process for assessing the 
correctness of the claims made with the goal that users (depositors and consumers) can see 
which policy rules are applied and that they can trust the claims 

 DIN 31644 which has been specified by the German Nestor project as a solution with even more 
detailed rules ‒ however no process has been defined yet 

 ISO 16363 which specifies rules in high detail which a high quality repository needs to adhere to, 
in contrast to DSA which is a lightweight method, ISO 16363 is a heavy weight method requiring 
deep expertise in the team and substantial time to prepare all material. 

In academic institutions there is a wide agreement that ISO 16363 is certainly important for “mission 
critical” repositories where much money is involved or where errors of the repository can lead to 
bankruptcy of a whole enterprise such as a company. Therefore in EUDAT we claim that all centres 
participating (community centres, data centres) need at least to participate in DSA assessment 
processes.  

                                                           
8
 http://www.alliancepermanentaccess.org/index.php/aparsen/  

9
 http://dasish.eu  

10
 http://trusteddigitalrepository.eu/ 

11
 http://www.iso.org/iso/catalogue_detail.htm?csnumber=56510  

12
 http://www.dokmagazin.de/din-31644-aufbau-und-unterhalt-digitaler-langzeitarchive  

13
 http://datasealofapproval.org/en/  

14
 http://www.clarin.eu 

http://www.alliancepermanentaccess.org/index.php/aparsen/
http://dasish.eu/
http://trusteddigitalrepository.eu/
http://www.iso.org/iso/catalogue_detail.htm?csnumber=56510
http://www.dokmagazin.de/din-31644-aufbau-und-unterhalt-digitaler-langzeitarchive
http://datasealofapproval.org/en/
http://www.clarin.eu/
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4. DATA OBJECTS AND COLLECTIONS 

Before elaborating more on trust we first need to explain what data in our view means ‒ most important 
are the notions of a “digital object” which is an atomic entity of identification and a “collection” which is 
an aggregation of digital objects.  

A digital object is at first instance a bitstream that has been registered with an identity (persistent 
identifier = PID) at a registration authority and thus has an identity. As in all cases we need to associate 
some form of fingerprint information with this PID to be able to proof at all times whether the bitstream 
generated is still the one we expect it to be. In recent discussions (RDA WG Data Foundation and 
Terminology15) it is obvious that the PID information record may have additional useful information 
about the bitstream such as for example the locations where they are stored. In addition such a 
registered digital object should be associated with proper metadata that includes properties of the 
bitstream allowing users to interpret and re-use the included information. In general we speak about 
external and internal properties, context information and provenance information. Yet there is no 
harmonized way of organizing the various metadata aspects. A WG within RDA is discussing this topic16.  

A registered object could for example consist of several components such as a text and some images or 
stay for the result of a database query. The metadata description needs to inform the user in some way 
how the bitstream is structured. The metadata description itself is a digital object that needs to be 
registered. Currently there is no unified way of how the binding is being done between the different 
entities that make up a digital object: some proper repositories are using the PID record as a binding 
instance, some are using the metadata record. In RDA these aspects are currently being discussed17.  

EUDAT has as a general policy that all data which is ingested into the EUDAT data domain needs to be 
registered in the way described above and needs to have some metadata to allow at least discovery and 
basic level interpretation. For registration EUDAT currently makes use of the Handle service as offered 
by EPIC (European PID Consortium)18. 

Whatever solution is being chosen to store and access bitstreams encoding some content, it will be 
generated with the help of some software stack ‒ be it a file system, a database query or an extraction 
from some other container software. In this document we will ignore the complexity of the various 
solutions. As an example of a more complex container system we can refer to OAI’s Object Reuse and 
Exchange (ORE)19 data model and its associated RDF vocabulary to describe and exchange aggregations 
of web resources. The model is based on the web architecture and leverages semantic web and linked 
data principles. An ORE Aggregation represents a set of web resources and provides an identity for that 
set. An ORE Aggregation is described by an ORE Resource Map (ReM), an RDF document that uses the 
ORE vocabulary and that is published to the web. A ReM is, as a matter of fact, a named graph. The ReM 
asserts the finite set of constituent resources (the aggregated resources) of the aggregation, and it can 
express types, properties, and relationships pertaining to the aggregation and its aggregated resources. 
Both an Aggregation and the ReM that describes it are identified by HTTP URIs, but PIDs can be 
associated with them using appropriate relationships.  

The picture below shows an Aggregation, Resource Map, aggregated resources, and some properties, 
types, relationships. The PID for the Aggregation is expressed via the ore:similarTo relationship. In the 

                                                           
15

 https://rd-alliance.org/working-groups/data-foundation-and-terminology-wg.html  
16

 https://rd-alliance.org/working-groups/metadata-standards-directory-working-group.html  
17

 https://rd-alliance.org/working-groups/pid-information-types-wg.html  
18

 http://www.pidconsortium.eu/  
19

 http://www.openarchives.org/ore/  

https://rd-alliance.org/working-groups/data-foundation-and-terminology-wg.html
https://rd-alliance.org/working-groups/metadata-standards-directory-working-group.html
https://rd-alliance.org/working-groups/pid-information-types-wg.html
http://www.pidconsortium.eu/
http://www.openarchives.org/ore/
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context of the Research Object effort, which has ORE at its core20, the aspect of identification of 
Aggregations by means of HTTP URIs and PIDs will be further clarified. 

 

 

 

Currently EUDAT does not have any specific view on how collections are being specified, i.e. this also 
includes that an ORE container is stored as just one other object. It is up to applications to interpret the 
content of such containers.  

As R. Moore correctly states, management, access activities are increasingly often performed on 
aggregations of such digital objects based on policy rules that are turned into executable procedures21. 
Aggregations are described by metadata that contains information about properties including the 
references to the digital objects and are themselves identified by PIDs. Again the ORE model can be seen 
as one way to build such aggregations. Many repositories are doing it in different ways, yet there is no 
harmonization.  

In the following we will discuss a few essential properties of digital objects and collections. 

4.1. Identity 

Each digital object must have an identity to exactly know where people are referring to. In general 
identity is implemented by a global referencing system that can guarantee the stability of the references 
and that allows to add attributes that enable checking the relation established. For humans this relation 
in general is documented by the passport number issued by an authority and a photo. In case of data we 
are speaking of a persistent and unique identifier and a fingerprint of the data such as an MD5 
checksum.  

4.2. Integrity 

The integrity of a registered digital object (it must have an identity) is defined as maintaining and 
assuring the accuracy and consistency of its content over its entire life-cycle. This includes the integrity 

                                                           
20

 http://www.w3.org/community/rosc/ 
21

 http://www.slideshare.net/asist_org/policy-based-data-management-irods-reagan-moore-rdap12  

http://www.w3.org/community/rosc/
http://www.slideshare.net/asist_org/policy-based-data-management-irods-reagan-moore-rdap12
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of a digital object being stored and being transferred. For the case of transferring data we can state that 
the integrity of a copy of a digital object means to check on whether it is a true copy of the original, i.e. 
whether the content stored at the source and target repository is exactly the same. For stored objects 
we need to check regularly that the object did not change by for example system errors. 

In general, and particularly in a context like that of EUDAT’s Safe Replication service, an integrity check 
has two dimensions: 

Is this a true copy of the original digital object as it was deposited? 

Are all the replicated copies of the digital object still the same over time? 

This implies there are two kinds of integrity checks that must be performed by the CDI: an initial check 
on ingest that the object has been ingested “safely”; and a regular, ongoing programme of checks at 
each site holding a replica that the replica is still a true copy of the original. 

The usual means to check the integrity of a digital object is to calculate some form of digital fingerprint 
such as checksum using an algorithm that must, by construction, use every byte of the object in the 
calculation. Typical methods today use secure hashing algorithms, finding a balance between efficiency 
(speed) and uniqueness (ie. the chance of two files hashing to the same value is small). Such a 
fingerprint is one of the key properties of a digital object typically stored together with its PID22.  

Ideally, at ingest or replication time the service that receives the digital object should also receive a 
checksum value generated independently and externally by the object’s manager of origin or by the 
depositor or by the replication repository. After having finished an operation the target repository 
should then calculate its own checksum using the same algorithm and compare this with the provided 
value, to guard against corruption of the object during transit on the network. However, not all 
depositors may be able to do this, so an acceptable compromise would be for the service to calculate 
the checksum upon receipt of the object and use that value as the integrity check for the “original” 
object. However, the (small) risk of network corruption should in this case be made clear to the 
depositor. 

However it is generated, this original checksum should be recorded with the digital object’s metadata or 
preferably the handle to be able to prove identity at all times. 

The frequency of the ongoing integrity checks of the stored copies of the object is a matter of policy, to 
be covered in an appropriate service level agreement between depositor or community manager and 
service provider. 

4.3. Authenticity 

The term “authenticity” has been defined for example in art and has various flavours. In this paper we 
only want to discuss the term in relation with authorship and manipulations that are typically being 
carried out in curation processes. It is the metadata record that describes authorship and that includes 
the provenance information so that one can see what the process of creation was and who participated 
in the creation process. Often transformations of content are required (for example: transformation 
from one video codec to another one) to be compliant with new presentation or preservation 
technology. It is a relevant question whether we can regard the new digital object to still be an authentic 
representation. This can be only answered depending on the analysis that is going to be carried out. 

                                                           
22

 Some are using the metadata record to store fingerprint information, but then an authority must ensure that the relation 
between identifier and fingerprint cannot be distorted. 
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Therefore we cannot make a generic statement but request the availability of provenance information 
as being crucial for a correct interpretation or re-use of a data object. 

We can summarize that the availability of the correct metadata information is crucial to be able to make 
statements about authenticity. For EUDAT it is important that all transformations are being reflected in 
metadata descriptions. 

4.4. Persistence 

Not losing a digital object is a fundamental aspect of building trust. Some guarantee about the 
persistence of deposited or replicated objects must be made to a depositor or manager, again captured 
in a service level agreement. Persistence here need not necessarily mean “forever” but it should mean 
“long enough” to prove an attractive proposition to the depositor/manager. Objects should be assigned 
persistent identifiers (PIDs) to which the service provider attaches a guarantee that the object can 
always be retrieved using its PID for the course of the agreed “long enough” timespan. 

To allow for the sometimes necessary movements of digital objects within a repository (e.g., on account 
of disk failure or server upgrade), some kind of indirection mechanism by using PIDs is vital. EUDAT uses 
the Handle System to provide the access paths in the PID records for digital objects through the EPIC 
service. 

Achieving persistence for a digital object is underpinned by the simple concept of taking lots of copies of 
it and storing them in different locations as controlled replicas. This, of course, is the principle behind 
the EUDAT Safe Replication service. Establishing the parameters of persistence – numbers of copies, 
acceptable time frames for retrieving copies etc. – will be an important aspect of service or operational 
level agreements in the CDI network. If a copy of a digital object is lost due to disk failure, a new copy 
can be made and the Handle PID updated accordingly, but there will be a time lag between the old copy 
disappearing and the new copy appearing. By having multiple copies and the PID record storing access 
paths of all of them, the availability of access to the digital objects will become very high, since service 
providers could choose between different instantiations.  

True persistence of an object needs to include the persistence of metadata and all relevant relations. 
This is forming a non-trivial challenge in a collaborative data infrastructure with centres all using 
different data organizations. There are comparably simple APIs to store and access the bitstreams ‒ be it 
file systems or increasingly often cloud systems ‒ but yet there is no consistent way to access a digital 
object including its rich context, which is nevertheless so important to interpret the bitstreams found. 

One of the perspective solutions is to archive whole digital objects including their internal structure 
(composition) using the OAIS concept of Archival Information Package (AIP) however OAIS does not 
make any statements how this is going to be done and repositories have invented different solutions. 
One implementation is making use of METS containers although this has been designed for data 
exchanges.  

“Generally speaking, an AIP is a Zip file containing a METS 23 manifest and all related content bitstreams, 
license files and any other associated files. *…+ METS contains all metadata for Item and references to all 

                                                           
23

 The Metadata Encoding and Transmission Standard (METS) is a metadata standard for encoding descriptive, administrative, 
and structural metadata regarding objects within a digital library, expressed using the XML schema language of the World 
Wide Web Consortium. The standard is maintained in the Network Development and MARC Standards Office of the Library of 
Congress, and is being developed as an initiative of the Digital Library Federation. http://en.wikipedia.org/wiki/METS 
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Bundles and Bitstreams. METS contains all Item/Bundle/Bitstream permissions/policies (translated into 
METSRights schema)”24 and the PID of the object is also preserved in the METS metadata. 

Another viable alternative for persistence of complex digital objects adopted by many repositories, 
including for example the Library of Congress, is the BagIt format. To quote the BagIt project 
description: “BagIt is currently defined in an IETF internet draft *2+ that defines a simple file naming 
convention used by the digital curation community for packaging up arbitrary digital content, so that it 
can be reliably transported via both physical media (hard disk drive, CD-ROM, DVD) and network 
transfers (FTP, HTTP, rsync, etc.). BagIt is also used for managing the digital preservation of content over 
time.”25 

From the EUDAT project point of view both of these approaches are very similar and any of them 
provides the crucial benefit of packing the whole digital object into a single file that can be efficiently 
moved around and its identity can be verified using checksums.  

4.5. Audit 

An audit must check whether all policies that are then turned into concrete operations being used for 
ingest, management, replicate, curate and disseminate data are correct, meaningful and compliant with 
the claims that are made by the repository. They are used to ensure object identity, integrity and the 
persistence of all components and the relations between them. In particular, audit needs to ensure that 
access restrictions are being implemented for all copies of digital objects. 

Being able to demonstrate the history of a digital object under management could be an important 
aspect of building trust with certain depositors. There are two complementary angles here: some 
depositors may wish to know how many people have made use of their data, for purposes of credit and 
citation; others may require assurance that no-one (or at least no unauthorised person) has accessed 
particular digital objects. 

Audit should be able to supply answers to both these questions. Ideally, all transactions connected with 
a given digital object, whether external access or internal management, should be recorded to create a 
full provenance history for it. A minimum requirement for trust with respect to audit will be for a service 
provider to be able to track downloads for a digital object held at their repository, against expected 
answers of ‘none’ or ‘as many as possible’. 

4.6. (Scientific) Content  

Primarily the content of a digital object containing the original bitstreams that has a meaning to anyone 
else is based on a “virtual” contract between creators and consumers which are increasingly often 
unknown to each other, thus operating anonymously. This implies that if the transfer mechanisms and 
repositories operate in a safe and trustful way only the consumers will care about content. This is 
different for digital objects such as metadata or transaction records etc. that need to be interpreted and 
partly be changed by management policies. However, most important is that this virtual contract 
includes the availability of information that allows proper interpretation and re-use to the user. Thus all 
components described earlier (physical metadata, logical metadata, access rights, etc.) need to be 
accessible as well. It is thus the task of the transfer mechanisms and the repositories to preserve the 
relations between the components normally being stored either in the PID record or in the metadata 
record.  
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If we use the postal analogy with letters being exchanged, the scientific content aspects of digital 
objects determine whether the contents of the letter actually make any sense at all to the recipient. The 
letter paper may be pristine, the envelope perfectly sealed and delivered to the right person – the postal 
service has fulfilled its contract – but the letter itself may be a poor doodle of a cat falling off a wall, 
rather than the high-quality photograph of the leaping tiger expected. 

Each of these is an important aspect in establishing trust between data user and data provider, although 
there may be little (if anything) the CDI can do to assist this. 

4.7. Scientific quality 

Another dimension that is getting increasingly more attention has to do with the quality that can be 
expected. As indicated above, creators and consumers are in an anonymous relationship, which means 
that there must be a way to make statements about quality. It is not at all clear how trustful quality 
statements can be made. Since content quality is not affected by the repositories and transmissions 
channels that are between the creator and consumer as long as it is ensured that no person can 
manipulate content it is not of primary concern for EUDAT.  

Yet there are no agreed methods for ensuring quality of the content of digital objects except for 
checking well-formedness, adherence to controlled vocabularies where this is possible, etc. We need to 
see whether in scientific environments tagging by users can be used in a proper way, however 
manipulations need to be prevented. The citations of a dataset in publications, and then in turn the 
citations of those publications, can also be seen as an indirect, but very trustworthy and hard to falsify 
way of tagging not necessarily the quality, but at the very least impact of the data. 

4.8. Data-Publication-Linking 

Linking data created in the scientific workflow continuum to publications is increasingly often wanted by 
researchers. The reader should not only have the possibility to access other publications, but also to 
immediately be able to check the data collections that have been used to create the publication. 
Assigning persistent identifiers to all objects including collections and taking care of the persistency of 
digital objects and its relations is a necessary requirement for enabling this linking, in particular if the 
PIDs being used in citations are actionable. Initiatives such as DataCite go one step ahead and require 
citation information to be stored with the PID, which in their case is a DOI26. 

4.9. Ownership and entitlement (legal status) 

There is a chain of legal entitlements for use of the data (DOs). EUDAT CDI relies on the origin of the 
data that it has the entitlement to store it, process it and provide it to the recipients. This entitlement, 
data origin and use vary by the use case: 

Simple Store: EUDAT CDI requires the depositor to agree with a deposition license agreement, which 
allows EUDAT to store the data for the user, provide public access to the metadata and provide access 
to the data according to the access rights specified by the user.  

Safe Replication: EUDAT CDI replicates data from a User Community repository. The replication is 
initiated from the repository data manager and EUDAT relies on the data manager that the legal status 
of the data (DOs) replicated allows such replication.  
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The community data manager usually asserts this entitlement by requiring the original data submitter to 
sign a deposition license agreement that specifies that depositor has the right to distribute the data 
under given license and has the right to pass the distribution right to the repository. While this process is 
not directly part of EUDAT data flow, EUDAT relies on this process or another with the same result 
taking place: We assume data has been explicitly cleared for the purpose of performing EUDAT tasks. 
The responsibility for the legal status relies on the fact that the original submitter provided correct 
information, that the clearance of the rights took place at the time of submission, and that the 
deposition license doesn’t prohibit the EUDAT use case, e.g. Safe Replication outside the original 
repository but within the EUDAT data domain. This is the responsibility of the trusted community 
repository and from the EUDAT perspective it can rely e.g. on a certification, that explicitly checks for 
the legal status of the records and makes sure it has been cleared. 
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5. ACTORS  

The following figure indicates the main roles of external actors that are interested in a trustful operation 
and the main types of activities that are taking place such as  

 
 the intention of the community managers to take care of data survival by issuing commands for 

replication from their community store to the EUDAT CDI network, leading to a policy driven 
replication between trusted centres at the community side and the CDI network of centres,  

 the deposit and use actions from any kind of depositor and consumer and  
 finally the exchange of data within the EUDAT CDI network.  

depositors 

managers 

consumers 

EUDAT CDI network 

community 

data centres 

curate 

replicate 
use 

deposit 

replicate 
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6. EXISTING ISLANDS OF TRUST IN CDI 

There are many community data centres and computing centres in EUDAT, distributed over several 
countries. Some community data is very sensitive, be it for privacy, or any other concerns. This is the 
main reason why not every community centres partner with any EUDAT centres equally and easily. 
Preference of certain centres, often residing in the same country, or being a part of the same governing 
body (e.g., Max Planck Society), even if not necessarily in the same country, may be in fact very rational. 
Especially in case the data is legally sensitive, moving it abroad (even if within EU) may provide more 
legal challenges. We currently lack harmonization at legal level between European countries. 

Trust is also something that is manifested by years of collaboration eventually being based on 
agreements. This includes relations within communities but also from communities organized cross-
nationally with specific EUDAT centres ‒ often the latters have been established through leaders of 
communities which are located in the same country than the preferred data centre. 

Thus it is very useful that EUDAT CDI is distributed across various countries and often we can find a 
partner that fits the bill for the given community centre. Trust with all its dimensions plays a crucial role 
in all choices and ignoring these aspects would lead to useless investments and structures. EUDAT 
therefore needs to keep this distributed architecture, where individual centres do not specialize at a 
given task at the expense of the others. E.g. replication can be set up with many data centres based 
largely on the preference of the community centre. The familiar legal framework, governing structure, 
or even partnership known to work in the past in different projects minimizes unknown factors and thus 
increases trust between partners. The fact we offer this configurable solution in turns increases 
credibility of EUDAT solutions in general.  
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7. CHAINS OF TRUST IN THE CDI NETWORK  

Analyzing the typical configuration as given in safe replication the EUDAT CDI is a network of nodes 
connected together both physically (over the Internet) and through certain agreements. The nature of 
these agreements – formally, Service Level Agreements (SLA) or Operation Level Agreements (OLA) – 
helps establishing the necessary trust between nodes. 

 

We can use this network model to examine the creation of overall levels of trust in the CDI through 
establishing chains (or indeed networks) of trust between the various actors. The figure above sketches 
the currently identified (necessary) trust relations in the CDI network as given for a more complex task 
such as safe replication. In this figure, the key actors are Data Managers, Data Provider and Data User, 
CDI Sites (we illustrate two which can be centres from communities or from the data centres; there may 
be more) and two external entities – one or more Identity Providers for persons (for simplicity we 
illustrate one) and the global Handle System, provider of the persistent identifiers for digital objects 
adopted by EUDAT (via the European Persistent Identifier Consortium EPIC – again, for simplicity, we 
conflate EPIC and the Handle System into one). The CDI itself is everything within the dotted rectangle; 
thus the important trust relations from our perspective are those within, or most importantly those that 
cross that boundary. 

The direction of arrows in the diagram is significant: an arrow from ‘X’ to ‘Y’ indicates ‘X’ trusts ‘Y’. In the 
sections below we attempt to define the nature of that trust in each case. 

Data Provider – CDI Site  

This is a bidirectional, asymmetric relationship. 
 Data Provider trusts CDI Site… 

- this includes external properties and/or content related properties27 of the digital 
objects  

- it includes considerations for different components of the digital object (data, metadata, 
PID) 

 CDI Site trusts Data Provider… 
- this includes external properties and/or content related properties of the digital objects  

                                                           
27

 Content related properties of a DO are such that describe its internal encoding, structure and semantics. All other properties 
such as size, location, access rights etc. we call here external properties. 
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- it includes also considerations for different components of the digital object (data, 
metadata, PID) 
 

Data User – CDI Site 

This is a unidirectional relationship. 
 Data User trusts CDI site… 

- this includes external properties and/or content related properties28 of the digital 
objects  

- it includes also considerations for different components of the digital object (data, 
metadata, PID) 
 

CDI Site – CDI Site 

Generalizing across many transactions this is a bidirectional, possibly symmetric relationship. 
 CDI Site 1 trusts CDI Site 2… 

- Site 1 is the receiver of the DO, its relation to Site 2 is for one transaction asymmetric  
- this includes external properties but not the content related properties of the digital 

objects since it is assumed that the content is never touched, this will be controlled by 
checking for example the checksum  

- it includes also considerations for different components of the digital object (data, 
metadata, PID) 

 CDI Site 2 trusts CDI Site 1… 
- As above. 

7.1. Identity Provider  

Every actor in the CDI network needs to place trust in the identity provider being used. An Identity 
Provider is defined as “a kind of provider that creates, maintains, and manages identity information for 
principals and provides principal authentication to other service providers within a federation.” In a 
postal analogy situation where letters are being exchanged we can compare this behaviour with the 
post office that certifies the user who receives the letter is actually the one who claims to be. 

The Data User must trust the Identity Provider, which means the certificate or another mechanism (e.g., 
login, or other forms of identification) verifies the user's identity and moves its credentials within the 
network of the CDI. This will be provided by the SLA as each user who accesses the CDI shall provide his 
credentials, and the Identity Provider will be responsible for maintaining and verifying its validity. The 
Identity Provider supplies the whole CDI with credentials that certify the identity of the user. Through 
this system, all the actors present in the CDI are considered 'safe' or that they really are those who say 
they are. 

7.2. Handle System 

Every actor in the CDI network needs to place trust in the identity and integrity of Digital Objects. These 
are ensured by registering persistent identifiers and providing fingerprint properties with a registration 
authority running a Handle System service (such as EPIC). The Handle System is a software infrastructure 
offering general purpose identifier resolution services for any kind of digital objects. Using the open set 
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of protocols that the Handle System provides, a distributed system of registration authorities can create, 
manage and resolve handles (identifiers) of digital resources. If additional properties are submitted and 
stored in the Handle record the same set of protocols allows a client to locate, query the metadata and 
access the data of the digital object identified by a Handle. 

Here the most important aspect is that through the Handle System we reference the bitstream (data) 
realizing the digital object, or the combination of data and metadata with the PID assigned at the time of 
ingestion. This system resolving the PID into meaningful state information will amongst other 
information maintain the association between the PID and a location (URL) for a period of time 
considered 'long enough' and this will be the subject of an SLA. 
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8. APPENDIX A: ASSESSMENT FRAMEWORKS  

The following descriptions have been widely taken over from a report on trusted archives from the 
DASISH project to which some of the contributors of this report contributed as well. 

8.1.  OAIS ‒ Reference Model for an Open Archival Information System (OAIS)29  

“The Open Archival Information System Reference Model (CCSDS 650.0-M-2, 2012) provides a high-level 
reference model or framework identifying the participants in digital preservation, their roles and 
responsibilities, and the kinds of information to be exchanged during the course of deposit and ingest 
into and dissemination from a digital repository.  

OAIS is a recommendation of practice for providing long term preservation of digital information. An 
organization can establish an OAIS archive by adhering to the recommendations and standards stated by 
OAIS. OAIS is currently the benchmark standard for the construction of data archiving preservation 
environments.” and it is the starting point for assessment frameworks such as PLATTER, DRAMBORA, 
DSA and ISO 16363.  

Although the OAIS model is the starting point for all attempts building trusted repositories it is rather 
unspecific and static making it not useful as basis for an assessment.  

8.2.  PLATTER ‒ Planning Tool for Trusted Electronic Repositories30  

“The PLATTER is a framework which provides a basis for a digital repository to plan the development of 
its goals, objectives and performance targets over the course of its lifetime in a manner which will 
contribute to the repository establishing trusted status amongst its 14 stakeholders. PLATTER should not 
be perceived as an audit or certification tool itself, but rather a framework that will allow new 
repositories to incorporate the goal of achieving trust into their planning from an early stage. A 
repository planned using PLATTER will find itself in a better position when it subsequently comes to apply 
one of the existing auditing tools to confirm the adequacy of its procedures for maintaining the long term 
usability of and access to its material.” 
 
Since the centres in the EUDAT network have a setup that has been grown over many years and since 
the community centres are part of setup and maturation procedures determined by the communities 
PLATTER does not play a role within EUDAT.  

8.3.  DRAMBORA ‒ Digital Repository Audit Method Based on Risk Assessment31  

“Developed jointly by the Digital Curation Centre (DCC) and Digital Preservation Europe (DPE), the 
DRAMBORA (Digital Repository Audit Method Based on Risk Assessment) toolkit represents the outcome 
of a period of pilot repository audits undertaken by the DCC throughout 2006 and 2007. It presents a 
methodology for self-assessment, encouraging organizations to establish a comprehensive self-
awareness of their objectives, activities and assets before identifying, assessing and managing the risks 
implicit within their organization. DRAMBORA focuses on self-assessment and risk-management instead 
of setting rules for data ingestion.  
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The toolkit is intended to facilitate internal audit by providing repository administrators with a means to 
assess their repository’s capabilities, identify their weaknesses, and recognize their strengths. The toolkit 
is especially suitable for digital repositories that are still in their infancy or which has dispersed its 
activities into disorganized entities. As such, this model is intended to be responsive to the rapidly 
developing data repository landscape.” 

The toolkit is not widely used despite its careful design by the practitioners in the repositories and it is 
also not part of the criteria established in various communities. Therefore EUDAT did not recommend 
the usage of this framework. 

8.4.  DSA ‒ Data Seal of Approval  

“Based on NESTOR, DRAMBORA, TRAC, and other initiatives like the Foundations of Modern Language 
Resource Archives of the Max Planck Institute (Wittenburg, Broeder, Klein, Levinson, & Romary) and 
Stewardship of Digital Research Data: A Framework of Principles and Guidelines9 published by the 
Research Information Network, DANS prepared a ‘distilled’ minimum set of criteria for digital research 
data in 2008. These were further developed by a number of institutions committed to the long-term 
archiving of data, and in 2009 the Data Seal of Approval was handed over to an international Board.  

By granting the Seal, the DSA initiative seeks to support the durability of the data concerned, and to 
promote the goal of durable archiving in general. The Data Seal of Approval is granted to repositories 
maintained by organizations that are committed to archiving and providing access to data for the long 
term, as evidenced by peer-reviewed self-assessments, which are processed through the DSA online 
assessment tool.  

DSA is a set of 16 guidelines for data repositories or data archives. It regards three stakeholders of data: 
the data producer, the data consumer and the data archive. Hence the baseline of the guidelines/criteria 
maps closely to the core functions in the OAIS reference model.”  

DSA has received some spread mainly in Europe as a light-weight method that can be applied even by 
smaller repositories that do not store crucial data such as banks for example do and that do not have a 
large personnel basis as is required to support ISO 31664. DSA is at first instance agnostic to the set of 
policies that are applied by a repository, it simply assesses whether the claims made are being 
implemented. This allows DSA to adapt to the increasing number of policies being required to run a 
proper repository. A DSA assessment can be carried out by external experts in a few weeks and 
preparing the material for the assessment does not require special training. EUDAT stated that it 
requires at least the DSA level of assessment  

8.5.  NESTOR ‒ Catalogue of Criteria for Trusted Digital Repositories  

“The aim of the NESTOR catalogue is to “…formulate criteria which can be used for a broad spectrum of 
digital long-term repositories and which will seek to retain their validity over a longer period. The 
assumption is therefore that relatively abstract criteria will need to be chosen” (NESTOR, 2009).  
The criteria are defined in close collaboration with a wide range of different memory organizations, 
information producers, experts and other interested parties. This open approach is the basis for 
achieving a high degree of universal validity and practical applicability and facilitates broad-based 
acceptance of the results of any evaluations conducted on the basis of these criteria (CESSDA PPP, 
2010).” 

The NESTOR project was a German project and its achievements are certainly of interest to be respected 
by trusted repositories. However, the NESTOR project did not move towards a procedural 
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implementation which the DSA for example did. Therefore EUDAT mainly requires following a DSA 
assessment. 

8.6.  DIN 31644: Information and documentation ‒ Criteria for trustworthy digital 
archives.  

“The DIN working group on Trustworthy Digital Archives developed the DIN standard 31644 which is a 
set of criteria that define standardized requirements for the setup and management of digital archives. 
The scope was broadened from institutions such as archives, libraries and museums to all institutions 
who aim to preserve information in digital form. The main part of the standard consists of 34 
requirements structured in 3 parts: organisation, management of intellectual entities and their 
representations, and infrastructure and security. Appendices with examples of digital archives and best 
practices for each requirement as well as literature complete the standard.”  

Also this standard is relevant, but since ISO 16363 has become THE gold standard for the quality 
assessment, EUDAT does not refer to this ISO norm. 

8.7.  ISO 16363: Audit and Certification of Trustworthy Digital Repositories  

“The Audit and Certification of Trustworthy Digital Repositories (CCSDS 652.0-M-1, 2011) document is a 
recommendation to be used as the basis for providing audit and certification of the trustworthiness of 
digital repositories. It provides a detailed specification of criteria by which digital repositories can be 
audited.  

The document is designed to be used as a tool for audit and certification processes for digital repositories 
which seek to assess and demonstrate their trustworthiness. Building on the RLG-OCLC Report “Trusted 
Digital Repositories: Attributes and Responsibilities” (RLG-OCLC, 2002), and later on the “Trustworthy 
Repositories Audit & Certification: Criteria and Checklist” (CRL, 2007), it presents high-level criteria to 
assess the organizational infrastructure, digital object management, and infrastructures and security risk 
management in digital repositories. As of 2012 it has been brought back into CCSDS and has become an 
official ISO standard (ISO 16363:2012).” 

This ISO standard also called “MOIMS-TRAC or RAC” is certainly the most relevant standard for 
establishing trusted centres dealing with storing and managing digital data. Experience shows that an 
assessment according to this standard requires specially trained personnel and preparing the necessary 
documents requires about 3 months. So the procedure is more heavy compared to the DSA method. Big 
data centres storing and managing crucial societal data may need to adhere to this ISO norm, for 
research data in general it is not seen as necessary. For its nodes in the EUDAT network an assessment 
according to RAC may be useful at a certain moment.  
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ANNEX A. GLOSSARY 

AIP Archival Information Package 

APARSEN APARSEN (Alliance for Permanent Access to the Records of Science in 
Europe Network) is a project co-funded by EU within the FP7 

CDI EUDAT Collaborative Data Infrastructure 

DASISH Digital Services Infrastructure for Social Sciences and Humanities 

DSA Data Seal of Approval 

EPIC European Persistent Identifier Consortium 

METS Metadata Encoding and Transmission Standard 

OAIS Open Archival Information System 

OLE Operation Level Agreement 

ORE Object Reuse and Exchange 

PID Persistent Identifier 

RDA Research Data Alliance 

SLA Service Level Agreement 

TRAC Trustworthy Repositories Audit & Certification 

 

 




